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Virtual Switching 

Establishing A Platform for Virtual Network Services 
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Ciscoôs Virtual Networking Vision 
Accelerate Data Center Virtualization 

Virtual Network Link 
(VN-Link) 

 
Virtualized 

Agile 
Policy-driven 
Multi-tenant 

Virtual Network Services 

Extend network services to virtualized 
environments 

Å Virtual Security Gateway for Nexus 1000V 

Å Virtual WAAS 

Å NAM virtual service blade on Nexus 1010 

Compute Environment 

Extend networking to virtualized 
environments 

Å Hypervisor Switch (SW): Nexus 1000V  
Å Standards based, Feature rich 

Å External Switch (HW): UCS 6100/N5K + VIC  
(Pre-standard, IEEE 802.1 Qbh) 

Virtual Network Management (UCSM, VNMC) 
 Policy-driven, Programmatic, Multi-device, Multi-tenant 
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Server Virtualization Issues 

1. vMotion moves VMs across 
physical portsðthe network 
policy must follow  

2. Impossible to view or apply 
network policy to locally 
switched traffic 

3. Need shared nomenclature 
for security policies between 
network and server admin 

Port 
Group 

vCenter 

Physical Switch Interface 
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Cisco Nexus 1000V 
Distributed Virtual Switch for VMware vSphere 

Policy-Based  

VM Connectivity 

Mobility of Network & 

Security Properties 

Non-Disruptive 

 Operational Model 

                    vSphere 

Nexus 

1000V 

VEM 

Nexus 1000V 

Virtual Supervisor Module (VSM) 

VM VM VM VM 

Á Industryôs most advanced virtual switch      

for VMware vSphere 

Á Standards based ï interoperates with all 

IEEE 802.1Q switching platforms 

Á Built on Cisco NX-OS 

Á Feature and operational consistency 

across physical and virtual networks 

Á Provides advanced switching features 

Á Non-disruptive provisioning model  

Á Network team manages virtual network 

Á No change for server administration 

Host 

Hypervisor 

                    vSphere 

Nexus 

1000V 

VEM 

VM VM VM VM 

Host 

Hypervisor 



© 2010 Cisco and/or its affiliates. All rights reserved. 18 

Features of the Nexus 1000V 

Switching 
Á L2 Switching, 802.1Q Tagging, VLAN Segmentation, Rate Limiting (TX) 

Á IGMP Snooping, QoS Marking (COS & DSCP), Class-based WFQ* 

Security 
ÁPolicy Mobility, Private VLANs w/ local PVLAN Enforcement 

ÁAccess Control Lists (L2ï4 w/ Redirect), Port Security 

ÁDynamic ARP inspection, IP Source Guard, DHCP Snooping 

Provisioning 
ÁAutomated vSwitch Config, Port Profiles, Virtual Center Integration 

ÁOptimized NIC Teaming with Virtual Port Channel ï Host Mode 

Visibility 
ÁVMotion Tracking, NetFlow v.9 w/ NDE, CDP v.2 

ÁVM-Level Interface Statistics 

ÁPolicy-based SPAN & ERSPAN* 

Management 
ÁVirtual Center VM Provisioning, Cisco Network Provisioning, CiscoWorks 

ÁCisco CLI, Radius, TACACs, Syslog, SNMP (v.1, 2, 3) 

ÁHitless upgrade* 

*In 1.4 Release, 4Q CY2010 
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VSM on Nexus 1010 VSM on Virtual Machine 

Nexus 1010: VSM on an Appliance 

                    vSphere 

1000V 

VEM 

Server 

VM VM VM 

                    vSphere 

Cisco Nexus 1010 

Server 

VM VM VM VM 

1000V 

VEM 

1000V 

VSM x 1 

1000V 

VSM x 4 
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Feature Comparison 

VSM on Virtual Machine VSM on Nexus 1010 

Nexus 1000V features and scalability 

VEM running on vSphere 4 Enterprise Plus 

NX-OS high availability of VSM 

Installation like a standard Cisco switch 

Network Team manages the switch hardware 

Nexus 1000V features and scalability 

VEM running on vSphere 4 Enterprise Plus 

NX-OS high availability of VSM 

VSM Virtual Appliance VSM hosted on Nexus 1010 
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NAM Virtual Blade on Nexus 1010  
Optimize Application Performance and Network Resources 

ÁApplication Performance Monitoring 

ÁTraffic Analysis and Reporting 

Applications, Host, Conversations, VLAN, 
QoS, etc. 

Per-application, per-user traffic analysis 

ÁView VM-level Interface Statistics 

ÁPacket Capture and Decodes 

ÁHistorical Reporting and Trending 

ERSPAN 

Nexus 1000V 

VSM 

                    vSphere 

Nexus 

1000V 

 VEM 

vCenter 

NetFlow 

 

NAM 

Virtual 

Blade on 

Nexus 

1010 

VM VM VM VM 
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Introducing: Cisco Virtual Security Gateway 
Securing Virtualized Data Center and Cloud Environments 

FEATURES 

ÁSecure segmentation with zone-based 

firewall 

ÁVM-level granularity with context-aware 

rules 

ÁVirtual Network Management Center: 

Policy-based centralized management 

 

 

 

BUSINESS BENEFITS 

ÁOperational simplicity 

ÁDeployment flexibility 

ÁConsistent security policy compliance 

and auditing   

Virtual Security 

Gateway (VSG)  

On Nexus 1000V  

Virtual Network 

Management 

Center (VNMC) 
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Example Use Case: 3-tier Server Zones 
 

Web 

Server  Web 

Server  

App  

Server  App  

Server  

DB 

server  DB 

server  

Port 80 (HTTP) 

and 443 (HTTPS) 

of Web Servers 

open 

Only Port 22 (SSH)  

of App Servers open 

All other 

traffic 

denied 

Only Permit Web Servers 

access to App servers  via 

HTTP/HTTPS 

Only Permit App 

servers access to 

DB servers 

Tenant_A Tenant_A 
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Virtual Network 

Management 

Center 

(VNMC) 

Virtual Security Gateway - Capabilities 

VM context aware rules 
Context aware 

Security 

Establish zones of trust 
Zone based 

Controls 

Policies follow vMotion Dynamic, Agile 

Efficient, Fast, Scale-out SW 
Best-in-class 

Architecture 

Security team manages security 
Non-Disruptive 

Operations 

Central mgmt, scalable deployment,  

multi-tenancy 

Policy Based 

Administration 

Virtual 

Security 

Gateway  

(VSG) 

XML API, security profiles 
Designed for 

Automation 
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Nexus 1000V 

vCenter 
VNMC 

Virtual Network 

Management Center 

Virtual Network Management Center (VNMC) 
Seamless Policy-Based Management 

Port Profile 

VM Context 

Security Profile 

VM 

VM 

VM 

VM 

VM 

VM 

VM 

VM 

VM 

Server 

Team 

Network 

Team 

Security 

Team 



Nexus 5000 and 2000 Series 
Data Center  

Business 

Advantage 
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Cisco Nexus 5548UP Switch 
Compelling ñUnified Portsò Value Proposition 

Expansion Modules (GEM2) 

Á16p SFP+ Ethernet Ports  

Á8p Eth + 8p Native FC 

Á16p Unified Ports 

Á32 Fixed SFP+ Ports 

ÁLine Rate 

ÁHardware Capable of 1/10GE Traditional Ethernet *, Fibre 

Channel over Ethernet, and 8/4/2/1G Native Fibre Channel 

 

Front to Back Airflow 

Redundant 750W AC 

Power Supplies 

Redundant Fan 

Modules 

Mgmt 0,  

Console, USB 

Back of  

the Switch 

Front of  

the Switch 

* 1G Support NOW available with 5.0(3)N1(1) 
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Cisco Nexus 5596UP Switch 
Industryôs Highest Density Fixed Form-Factor Switch 

Expansion Modules (GEM2) 

Á16p SFP+ Ethernet Ports  

Á8p Eth + 8p Native FC 

Á16p Unified Ports 

Á48 Fixed SFP+ Ports 

ÁLine Rate 

ÁHardware Capable of 1/10GE Traditional Ethernet *, Fibre 

Channel over Ethernet, and 8/4/2/1G Native Fibre Channel 

 

Back of  

the Switch 

* 1G Support NOW available with 5.0(3)N1(1) 

Front to Back Airflow 

Redundant Fan Modules 
Redundant 1100W AC Power Supplies Mgmt 0, Console, USB 

Front of  

the Switch 
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Generic Expansion Modules (GEM2) 
Ultimate Flexibility 

N55-M16UP 

Å16 ñUnified Portsò 

ÅPorts can be configured as either 

Ethernet or Native FC Ports 

ÅEthernet operation at 1/10 Gigabit 

Ethernet 

ÅFibre Channel operation at 8/4/2/1G  

ÅUses existing Ethernet SFP+ and 

Cisco 8/4/2G and 4/2/1G FC Optics 

AND Simplicity Flexibility 

Minimum software required: 5.0(3)N1(1) 
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Nexus 5500 Layer 3 Modules 
Two Distinct Form Factors, Same Performance 

Nexus 5548P 

Nexus 5548UP 
Nexus 5596UP 

L3 Hardware 

List Price 

$5,000 

L3 Hardware 

List Price 

$5,000 


